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A. Purpose of Revision

For smooth operation among CAs, the Office of the CCA made some modifications in the
Interoperability Guideline. The revision is made on the following clauses:

Clause

Modification

Sl. | Version W

‘ 02 new profiles Under G.
Section 3.4: End Entity

1 1.9
‘ Certificate

Section 3.4.8: Organizational e-Seal
Certificate (Class 3)

Section 3.4.9: Organizational e-Signing
Certificate .

Under H. Appendix — I

sub-section 9. End User
Certificate —Subject

2 in value column

Convention & Specification in

Specifications in serial number

Attribute: Serial Number '
Value:

Individual

For individuals the serial Number must

contain 3 letter prefixes of type of Identity |

' and 160 bit SHA1 digest of Subjects Identity |

value. Valid Identity Numbers are National |
Identity (NID), Passport Number (PPN), Birth |
Registration Number (BRN) and Tax
Identification Number (TIN).

(e.g. if Subjects' Identification type is |
passport and the passport number is |
OC8739XXXX, then the serial number field |
will contain PPN and digest of OC8739XXXX
(i.e. something like
PPN5b6a26d4d6acd2af8238b49ffa38a40fdb
61162d

Here thered part is in plain text and blue part
is the hash value)

Organizations

For organizations the valid identity number
is either the first 11 digits Digital Nothi ID
number (prefix - Nothi) or Business
Identification Number or Trade License
Number (prefix — BIN, TLN).




(e.g. For Bangladesh Computer council it ‘
' can be Nothi56.01.0000.000)*

i Under H. Appendix — I:
Convention & Specification in
sub-section 9. End User

| Attribute: Title
Value:

13 (S:s;tcliffliccaatgofsui?igiaI R The officielzl dgsignationl of the person witl"\‘in
| e ity e the organization (e.g., "Deputy Controller”) |
| value column
' Under G. Appendix-I:
! Convention & Specification in |
17 sub-section 3. CCA Certificate - ; Attribute: Organisational Unit (OU)
'  Subject Specifications in Sl. No. | Value: Root CA
| 2in attribution column & in |
' value column ‘
Under G. Appendix-I:
Convention & Specification in
1.7 sub-section 4 CA Certificate — ‘ Attribute: Organisational Unit (OU)
' Issuer Specifications in SI. No. | Value: Root CA
| 2 in attribution column & in :
value column :
| Unider 6. Appendix-l: ; Ceu:tificate Type: End User Certificate (Basic |
| Convention & Specification in | e's'?"’ ,
| sub-section 10 Certificate = sS;ubj(-.If(ftZ ?5 perEntUser Sulject
| gt : | Specification
L7 \I:ZI.':':: :;z:%z‘::::::m irt 3 ‘ Ics;uer: Name of Licensed CA/ Name of Sub- |
. . /g 1 '
| zz:ad(;:;' SSuER ST ' Validity: Not more than 30 minutes (keys |
' shall be destroyed after one time use)
Under G. Appendix-I: Certificate Type: End User Certificate
' Convention & Specification in (Advance e-sign)
| sub-section 10 Certificate Subject: As per End User Subject
1.7 Validity in Bangladesh PKI in Sl. | Specification
No. 7 in certificate type, Issuer: Name of Licensed CA/ Name of Sub-
subject, issuer & validity CA
‘ column Validity: Not more than 02 years
| Validity of Licensed CA Certificate is made
| 10: Coptificata validinyin | “maximum 10 years” instead of “10 years”
1.6

Bangladesh PKI (SI. No. 2 & 3)

Validity of Sub-CA Certificate is made
“maximum 05 years” instead of “05 years”

Nlow
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| 10. Certificate Validity in

Validity of Sub-CA Certificate is made “05

9. 1.5
Bangladesh PKI (SI. No. 2 & 3) years” instead of “3 years”
10 14 | 3.1.2 Certificate Extension Field | For Root Certificate, this field is made
| ' Row 6 (Certificate Policies) “Optional” instead of “Mandatory”
| - gy |
3.1.2 Certificate Extension Field Eor R.OOt (’ZJe.rtlfpcate, tl:ls Heldis mfd?
N Optional” instead of “Mandatory” since \
11. 1.4 Row 14(CRL Distribution .
. currently Root CA will not use any CRL for
Points) B ot
. | its own certificate
' | 3.2. fi Ext Fiel
| dikid Cert] |cat.e x en.5|on feld CA certificates shall use CRL of CCA as the |
12. 1.4 Row 14 (CRL Distribution A ol oo : i
: CRL distribution point in their certificate.
 Points) |
3.2 Certific [ | s . |
; 3 3 Heititiggte E_xFensnon | OID value notified in CCA website shall be
13: 1.4 | Point Row 6 (Certificate ; 2o = o
[Foe e 2 | used for identifying certificates.
| Policies) _
3.4.1 Common EE Profile -> ‘ Depending on the Class of certificate, CA
14, 1.4 Certificate Extension Field Row - shall assign corresponding OID value ‘
' 6 (Certificate Policies) | notified in the CCA website. j
. i : . |
| - |
= Ap.p:end.rx I Conventilon 5 Common Name (CN) shall be in the format
15. 1.4 Specification -> 1. Naming e
. given there.
Convention |
G Appendix | — Convention & | Common Name (CN) shall be in the format
16. 1.4 e )
| Specification -> 3, 4 and 5 ‘ as given.
@f\ %\
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C. Introduction

It becomes important to establish a PKI framework for Bangladesh in order to perform a secure
e-business and e-transactions not only inside the country but also around the globe. However,
as it is found in other countries that if interoperability issues of digital certificates among
different CAs are not focused in the early phase of CA operations in a country, it becomes costly
to adopt revised standards at later phases of operation.

The trust model of the PKl is based on the trust of CA. The CA issues certificates to end entities
(EE). Henceforth, EE of other CAs needs that these CAs need smooth interoperable operation,
and the certificates issued by those CAs have to be trusted by each other. In order to achieve
this interoperable situation, CAs have to agree to accept common specification, harmonize their
certificate profiles to each other. This document provides a recommended profile for this
interoperability.

Based on RFC 5280: Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile and Asia PKI Forum Interoperability Guideline, this document is
prepared to reduce interoperability issues among Bangladeshi CAs. It is recommended to all
Licensed CAs to follow the instructions of this guideline.
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D. Document Structure

The document is structured in a way so that CAs or relying parties can easily understand and
create profiles for different types of certificates. This document describes the different PKI
model available in the globe, the Bangladesh PKI Model, definition of different certificate fields

as per RFC 5280, specification of different certificates and its fields.
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E. Scope

This guideline is applicable to all licensed CAs including Root CA, Bangladesh. While initiating
and implementing CA operations, CAs are recommended to follow the instructions illustrated in
this guideline for issuing digital certificates and CRLs. This guideline is issued by the Controller
of Certifying Authorities as per the supremacy specified in Section 89 of the ICT Act, 2006
(amended in 2013) to ensure interoperability among licensed CAs. Instructions of this guideline
shall be interpreted along with the existing Act, Rules and Guidelines. In case of any
inconsistency with any existing Rules, Guideline or Notification this guideline shall be
interpreted as final unless otherwise clarified.

= e 0
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F. PKI Trust Model

There are various PKI Models available in the globe. Those are:

1. Hierarchy Model

2. Cross-Certification Model
3. Cross-Recognition Model
4. Bridge Model

5. Certificate Trust List Model

1. Hierarchy Model

In hierarchical PKI model, there’s a trusted root CA which issues certificates only to accredited
CAs. The accredited CAs may issue certificates to subordinate CAs and/or end users and/or
other relying parties.

i End Userf {
Relying Parties l
L)

Figure F.1: Hierarchical Model

2. Cross-Certification Model

In Cross-certification, instead of a hierarchy, CAs deal with each other as peers and choose
whether or not to trust each other. In this model CAs issue cross certificates to each other to
trust each others’ end user certificate.

This model is also known as the Mesh model. This model is apt in situations where
organizations are not in hierarchy structure. Path construction in this model is significantly
more complicated than hierarchical models. In the cross-certification model one CA issues a
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cross certificate to another CA, the certificate contains a CA signature key used for issuing
certificates.

(=
/

EaiicA 4 "—""**' cxxsg

Figure F.2: Cross-Certification Model

1
\

3. Cross-Recognition Model

Cross Recognition is a concept considered by Asia Pacific Economic Cooperation (APEC)
Telecommunication Working Group, and is defined as follows:

“An interoperability arrangement in which a relying party in one PKI domain can use authority
information in another PKI domain to authenticate a party in the other PKI domain, and vice-

versa.”

In practice, cross-recognition means that certificates issued in a domain that has been
recognised may be relied upon with some confidence by relying parties in the recognising
domain. Cross-recognition differs from cross-certification in several respects. For example,

there is no mutual (or even unilateral) recognition between CAs. Cross-recognition is based on
the belief that independent CAs would be licensed or audited by a mutually recognised trusted

authority known as trusted coordinating authority.

P R VN
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Figure F.3: Cross-Recognition Model

4. Bridge Model

The Bridge CA model embodies a central cross-certification authority, whose purpose is to
provide cross-certificates rather than acting as the root of certification paths. Within the Bridge
CA model, a participant is preconfigured with the public key of its local CA to act as a trust
anchor; configured knowledge of the Bridge CA’s own public key is not required.

i Interoperability l
among CA1 & CA2

Figure F.4: Bridge Model

This model combines aspects of both the root model and the cross-certification model. In this
model the bridge CA is responsible for providing interoperability among CAs. PKI of different
models can be joined together into a single interoperable network using the bridge model.

5. Certificate Trust List (CTL) Model

The CTL model differs fundamentally from the other models in that the necessary actions to
make remote entities resolvable through trust paths are driven by prospective verifiers rather
than being made on behalf of the entities that are to be resolved. As a result, different verifiers
within a trust list environment, even if they share a common CA, may experience different
results when seeking to validate a particular entity. Relative to cross-certified approaches, use
of trust lists moves management overhead away from intermediary CAs and towards end
systems and their associated administrators.

Unlike the other models, the CTL model can require that endpoints or their delegates be
configured with large sets of public keys, if communication with peers under the jurisdiction of

MWC(?/%%W%
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large numbers of CAs is to be supported. In the web environment, where huge numbers of
browsers are preloaded with a small number of trusted root keys, the operational franchises of

root key holders have become commercially valuable assets. The list itself is electronically
signed to ensure its integrity.

Publishing Authority

Certificate
Trust List

s CA1l
e CA2
e CA3

P

Sisle

Figure F.5: CTL Model
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G. Bangladesh PKI

1. Trust Model

ICT Act, 2006 (amended in 2013) and IT (CA) Rules, 2010 refers to the hierarchical PKI model for
Bangladesh. The hierarchical PKI model is simple to implement and strongly interoperable. The
office of the CCA will act as the Root CA in the hierarchy. Bangladesh Root CA will certify the
licensed CAs which in turns will certify the descendants of licensed CAs. Within this model, each
participant must have knowledge of the root CA’s public key, which forms the fundamental
trust anchor for all participants. Root CA will remain off-line, contributing to reduced
compromise potential for its private key.

Figure G.1: Mierarchicai PKI [Model

2. Interoperabiiity

To ensure interoperability from the very beginning among conforming CAs, licensed under The
ICT Act, 2006 (amended in 2013), Office of the CCA, Bangladesh has taken steps to implement
this guideline by its Root CA and licensed CAs. Root CA and licensed CAs are recommended to
follow the profile mentioned in this guideline. Before defining the profile value to ensure
interoperability, it is better to have understanding on each field of Certificate and CRL.

T D
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2.1. Certificate Basic Fields
tbsCertificate

The field contains the names of the subject and issuer, a public key associated with the subject,
a validity period, and other associated information. The tbsCertificate usually includes
extensions. Every tbsCertificate contains the names of the subject and issuer, a public key
associated with the subject, a validity period, a version number, and a serial number; some
MAY contain optional unique identifier fields.

signatureAlgorithm s

The signatureAlgorithm field contains the identifier for the cryptographic algorithm used by the
CA to sign this certificate. The algorithm identifier is used to identify a cryptographic algorithm.
The OBJECT IDENTIFIER component identifies the algorithm. This field MUST contain the same
algorithm identifier as the signature field in the sequence tbsCertificate.

signatureValue

The signatureValue field contains a digital signature computed upon the ASN.1 DER encoded
tbsCertificate. This signature value is encoded as a BIT STRING and inciuded in the signature
field. By generating this signature, a CA certifies the validity of the information in the
tbsCertificate field.

Version

This field describes the version of the encoded certificate. When extensions are used, as
expected in this profile, version MUST be 3 (value is 2). If no extensions are present, but a
Uniqueldentifier is present, the version SHOULD be 2 {value is 1); however, the version MAY be
3.

Serial Number

The serial number MUST be a positive integer assigned by the CA to each certificate. it MUST be
unique for each certificate issued by a given CA (i.e., the issuer name and serial number identify
a unique certificate). CAs MUST force the serialNumber to be a non-negative integer. Certificate
users MUST be able to handle serialNumber values up to 20 octets. Conforming CAs MUST NOT
use serialNumber values longer than 20 octets.

Signature

This field contains the algorithm identifier for the algorithm used by the CA to sign the
certificate. This field MUST contain the same algorithm identifier as the signatureAlgorithm
field.

Issuer

The issuer field identifies the entity that has signed and issued the certificate. The issuer field
MUST contain a non-empty distinguished name (DN). The Name describes a hierarchical name
composed of attributes, such as country name, and corresponding values, such as US. CAs

T e @l P



conforming to this profile MUST use either the PrintableString or UTF85tring encoding of
DirectoryString, with two exceptions.

standard sets of attributes have been defined in the X.500 series of specifications [X.520].
Implementations of this specification MUST be prepared to receive the following standard
attribute types in issuer and subject names:

e country,

e organization,

e organizational unit,

e distinguished name qualifier,

e state or province name,

e common name (e.g., "Susan Housley"), ancd

e serial number.
In addition, implementations of this specification SHOULD be prepared to receive the following
standard attribute types in issuer and subject narmes:

e locality,

e title,

e surname,

e given name,

e initials,

]

pseudonym, and

e generation qualifier (e.g., “Jr.*, "3rd", or "IV').
Certificate users MUST be prepared to process tie issuer distinguished name and subject
distinguished name fields to perform name chairing for certification path validation. Name

chaining is performed by matching the issuer distinguished name in one certificate with the
subject name in a CA certificate.

Validity
The certificate validity period is the time interval during which the CA warrants that it will
maintain information about the status of the certificate.

The field is represented as a SEQUENCE of two dates:

The date on which the certificate validity period begins (notBefore) and the date on which the
certificate validity period ends (notAfter). The validity period for a certificate is the period of
time from notBefore through notAfter.

In some situations, devices are given certificates for which no good expiration date can be
assigned. For example, a device could be issued a certificate that binds its model and serial
number to its public key; such a certificate is intended to be used for the entire lifetime of the
device.
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UTCTime

The universal time type, UTCTime, is a standard ASN.1 type intended for representation of
dates and time. UTCTime specifies the year through the two low-order digits and time is
specified to the precision of one minute or one second. UTCTime includes either Z (for Zulu, or
Greenwich Mean Time) or a time differential. UTCTime values MUST be expressed in Greenwich
Mean Time (Zulu) and MUST include seconds (i.e., times are YYMMDDHHMMSSZ), even where
the number of seconds is zero.

GeneralizedTime

The generalized time type, GeneralizedTime, is a standard ASN.1 type for variable precision
representation of time. GeneralizedTime values MUST be expressed in Greenwich Mean Time
(Zulu) and MUST include seconds (i.e., times are YYYYMMDDHHMMSSZ), even where the
number of seconds is zero. GeneralizedTime values MUST NOT include fractional seconds.

Subject

The subject field identifies the entity associated with the public key stored in the subject public
key field. If the subject is a CA, then the subject field MUST be populated with a non-empty
distinguished name matching the contents of the issuer field in all certificates issued by the
subject CA. If the subject is a CRL issuer, then the subject field MUST be populated with a non-
empty distinguished name miatching the contents of the issuer field in all CRLs issued by the
subject CRL issuer. A CA MAY issue more than one certificate with the same DN to the same
subject entity. The subject field is defined as the X.501 type Name. The syntax and associated
object identifiers (OIDs) for these attribute types are provided in the ASN.1 modules in
Appendix A.

When encoding attribute values of type DirectoryString, conforming CAs MUST use Printable
String or UTF8String encoding, with the following exceptions:

® When the subject of the certificate is a CA, the subject field MUST be encoded the same
way as it is encoded in the issuer field in all certificates issued by the subject CA.

e When the subject of the certificate is a CRL issuer, the subject field MUST be encoded in
the same way as it is encoded in the issuer field in all CRLs issued by the subject CRL
issuer.

® Teletext String, BMP String, and Universal String are included for backward
compatibility, and SHOULD NOT be used for certificates for new subjects.

Subject Public Key Info

This field is used to carry the public key and identify the algorithm with which the key is used
(e.g., RSA, DSA, or Diffie-Hellman). The algorithm is identified using the Algorithmldentifier
structure.

Unique Identifiers
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These fields MUST only appear if the version is 2 or 3. The subject and issuer unique identifiers
are present in the certificate to handle the possibility of reuse of subject and/or issuer names
over time.

Extensions
This field MUST only appear if the version is 3.

2.2. Certificate Extensions

The extensions defined for X.509 v3 certificates provide methods for associating additional
attributes with users or public keys and for managing relationships between CAs. The X.509 v3
certificate format also allows communities to define private extensions to carry information
unique to those communities. Each extension in a certificate is designated as either critical or
non-critical. A certificate-using system MUST reject the certificate if it encounters a critical
extension it does not recognize or a critical extension that contains information that it cannot
process. A non-critical extension MAY be ignored if it is not recognized, but MUST be processed
if it is recognized. Each extension includes an OID and an ASN.1 structure. When an extension
appears in a certificate, the OID appears as the field extnID and the corresponding ASN.1 DER
encoded structure is the value of the octet string extnValue. A certificate MUST NOT include
more than one instance of a particular extensiori.

Conforming CAs MUST support key identifiers, basic constraints, key usage, and certificate
policies extensions.

At a minimum, applications conforming to this profile MUST recognize the following extensions:
key usage, certificate policies, subject alternative name, basic constraints, name constraints,
policy constraints, extended key usage, and in hibit anyPolicy.

2.2.1 Standard Extension

Authority Key Identifier

The authority key identifier extension provides a means of identifying the public key
corresponding to the private key used to sign a certificate. The identification MAY be based on
either the key identifier (the subject key identifier in the issuer’s certificate) or the issuer name
and serial number.

Subject Key Identifier

The subject key identifier extension provides a means of identifying certificates that contain a
particular public key. To facilitate certification path construction, this extension MUST appear in
all conforming CA certificates, that is, all certificates including the basic constraints extension
(Section 4.2.1.9) where the value of CA is TRUE. In conforming CA certificates, the value of the
subject key identifier MUST be the value placed in the key identifier field of the authority key
identifier extension (Section 4.2.1.1) of certificates issued by the subject of this certificate.
Applications are not required to verify that key identifiers match when performing certification
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path validation. For CA certificates, subject key identifiers SHOULD be derived from the public
key or a method that generates unique values.

Key Usage

The key usage extension defines the purpose (e.g., encipherment, signature, certificate signing)
of the key contained in the certificate. The usage restriction might be employed when a key
that could be used for more than one operation is to be restricted.

KeyUsage ::= BIT STRING {

digitalSignature (0), :

nonRepudiation (1), -- recent editions of X.509 have

-- renamed this bit to contentCommitment

keyEncipherment (2),

dataEncipherment (3),

keyAgreement (4),

keyCertSign (5),

cRLSign (6),

encipherOnly (7),

decipherOnly (8) }

Certificate Policies

The certificate policies extensicn tontains a sequence of one or more paolicy information terms,
each of which consists of an objact identifier (0ID) and optional qualifiers. Optional qualifiers,
which MAY be present, are not expected to change the definition of the policy. A certificate
policy OID MUST NOT appear more than once in a certificate policies extension.

Policy Mappings

This extension is used in CA certificates. it lists one or more pairs of OIDs; each pair includes an
issuerDomainPolicy and a subjectDomainPolicy. The pairing indicates the issuing CA considers
its issuerDomainPolicy equivalent to the subject CA’s subjectDomainPolicy.

The policy mapping defines the list of policies associated with the subject CA that may be
accepted as comparable to the issuerDomainPolicy.

Subject Alternative Name

The subject alternative name extension allows identities to be bound to the subject of the
certificate. These identities may be included in addition to or in place of the identity in the
subject field of the certificate. Defined options include an Internet electronic mail address, a
DNS name, an IP address, and a Uniform Resource Identifier (URI). Other options exist,
including completely local definitions. Multiple name forms, and multiple instances of each
name form, MAY be included.

Because the subject alternative name is considered to be definitively bound to the public key,
all parts of the subject alternative name MUST be verified by the CA.

If the subject field contains an empty sequence, then the issuing CA MUST include a
subjectAltName extension that is marked as critical. When including the subjectAltName
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extension in a certificate that has a non-empty subject distinguished name, conforming CAs
SHOULD mark the subjectAltName extension as non-critical.

Issuer Alternative Name

This extension is used to associate Internet style identities with the certificate issuer. Issuer
alternative names are not processed as part of the certification path validation algorithm. (That
is, issuer alternative names are not used in name chaining and name constraints are not
enforced.). Where present, conforming CAs SHOULD mark this extension as noncritical.

Subject Directory Attributes

The subject directory attributes extension is used to convey identification attributes (e.g.,
nationality) of the subject. The extension is defined as a sequence of one or more attributes.
Conforming CAs MUST mark this extension as non-critical.

Basic Constraints

The basic constraints extension identifies whether the subject of the certificate is a CA and the
maximun depth of valid certification paths that include this certificate.

Conforming CAs MUST include this extension in all CA certificates that contain public keys used
to validate digital signatures on certificates and MUST mark the extension as critical in such
certificates. This extension MAY appear as a critical or noncritical extension in CA certificates
that contain public keys used exclusively for purposes other than validating digital signatures on
certificates.

BasicConstraints 1= SEQUENCE {

cA BOCLEAN DEFAULT FALSE,

pathienConstraint INTEGER {0..MAX) OPTIONAL }

Name Coastraints

The name constraints extension, which MUST be used only in a CA certificate, indicates a name
space within which ali subject names in subsequent certificates in a certification path MUST be
locatad. Restrictions apply to the subject distinguished name and apply to subject alternative
names. Restrictions apply only when the specified name form is present. If no name of the type
is in the certificate, the certificate is acceptable.

Name constraints are not applied to self-issued certificates (unless the certificate is the final
certificate in the path).

Conforming CAs MUST mark this extension as critical and SHOULD NOT impose name
constraints on the x400Address, ediPartyName, or registeredID name forms. Conforming CAs
MUST NOT issue certificates where name constraints is an empty sequence.

Policy Constraints

The policy constraints extension can be used in certificates issued to CAs. The policy constraints
extension constrains path validation in two ways. It can be used to prohibit policy mapping or
require that each certificate in a path contain an acceptable policy identifier.

If the inhibitPolicyMapping field is present, the value indicates the number of additional
certificates that may appear in the path before policy mapping is no longer permitted.
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Conforming CAs MUST NOT issue certificates where policy constraints is an empty sequence.
Conforming CAs MUST mark this extension as critical.

Extended Key Usage

This extension indicates one or more purposes for which the certified public key may be used,
in addition to or in place of the basic purposes indicated in the key usage extension. In general,
this extension will appear only in end entity certificates.

Key purposes may be defined by any organization with a need. Object identifiers used to
identify key purposes MUST be assigned in accordance with IANA or ITU-T Recommendation.
This extension MAY, at the option of the certificate issuer, be either critical or non-critical.

CRL Distribution Points

The CRL distribution points extension identifies how CRL information is obtained. The extension
SHOULD be non-critical, but this profile RECOMMENDS support for this extension by CAs and
applications.

The cRLDistributionPoints extension is a SEQUENCE of DistributionPoint. A DistributionPoint
consists of three fields, each of which is optional: distributionPoint, reasons, and cRLIssuer.

Inhibit anyPolicy

The inhibit anyPolicy extension can be used in certificates issued to CAs. The inhibit anyPolicy
extension indicates that the special anyPolicy OID, with the value 12529320}, is not
considered an explicit match for other certificate policies except when it appears in an
intermediate self-issued CA certificate. The value indicates the number of additional non-self-
issued certificates that may appear in the path before anyPolicy is no longer permitted. For
example, a value of one indicates that anyPolicy may be processed in certificates issued by the
subject of this certificate, but not in additional certificates in the path. Conforming CAs MUST
mark this extension as critical.

Freshest CRL (Delta CRL Distribution Point)
The-freshest CRL extension identifies how delta CRL information is obtained. The extension
MUST be marked as non-critical by conforming CAs.

2.2.2 Private Internet Extensions

This section defines two extensions for use in the Internet Public Key Infrastructure. These
extensions may be used to direct applications to on-line information about the issuer or the
subject. Each extension contains a sequence of access methods and access locations. The
access method is an object identifier that indicates the type of information that is available. The
access location is a GeneralName that implicitly specifies the location and format of the
information and the method for obtaining the information.

Authority Information Access
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The authority information access extension indicates how to access information and services
for the issuer of the certificate in which the extension appears. Information and services may
include on-line validation services and CA policy data. (The location of CRLs is not specified in
this extension; that information is provided by the cRLDistributionPoints extension.) This
extension may be included in end entity or CA certificates. Conforming CAs MUST mark this
extension as non-critical.

Subject Information Access

The subject information access extension indicates how to access information and services for
the subject of the certificate in which the extension appears. When the subject is a CA,
information and services may include certificate validation services and CA policy data. When
the subject is an end entity, the information describes the type of services offered and how to
access them.

2.3. CRL Fields

2.3.1 CertificatelList Fields

The CertificateList is a SEQUENCE of three required fields. The fields are described in detail in
the following subsections.

tbsCertList

The first field in the sequence is the tbsCertList. This field is itself a sequence containing the
name of the issuer, issue date, issue date of the next list, the optional list of revoked
certificates, and optional CRL exterisions. When there are no revoked certificates, the revoked
certificates list is absent. When one or more certificates are revoked, each entry on the revoked
certificate list is defined by a sequence of user certificate serial number, revocation date, and
optional CRL entry extensions.

signatureAlgorithm

The signatureAlgorithm field contains the algorithm identifier for the algorithm used by the CRL
issuer to sign the CertificateList. The field is of type Algorithmldentifier. [RFC3279], [RFC4055],
and [RFC4491] list supported algorithms for this specification, but other signature algorithms
MAY also be supported. This field MUST contain the same algorithm identifier as the signature
field in the sequence tbsCertList.

signatureValue

The signatureValue field contains a digital signature computed upon the ASN.1 DER encoded
tbsCertList. The ASN.1 DER encoded tbsCertList is used as the input to the signature function.
This signature value is encoded as a BIT STRING and included in the CRL signatureValue field.
The details of this process are specified for each of the supported algorithms in [RFC3279],
[RFC4055], and [RFC4491].



CAs that are also CRL issuers MAY use one private key to digitally sign certificates and CRLs.
Applications that perform CRL checking MUST support certification path validation when
certificates and CRLs are digitally signed with the same CA private key.

2.3.2 Certificate List "To Be Signed"

The certificate list to be signed, or TBSCertList, is a sequence of required and optional fields.
The required fields identify the CRL issuer, the algorithm used to sign the CRL, and the date and
time the CRL was issued. This profile requires conforming CRL issuers to include the nextUpdate
field and the CRL number and authority key identifier CRL extensions in all CRLs issued.

Version

This optional field describes the version of the encoded CRL. When extensions are used, as
required by this profile, this field MUST be present and MUST specify version 2 (the integer
value is 1).

Signature

This field contains the algorithm identifier for the algorithm used to sign the CRL. [RFC3279],
[RFC4055], and [RFC4491] list OIDs for the most popular signature algorithms used in the
Internet PKI. This field MUST contain the same algorithm identifier as the signatureAlgorithm
field in the sequence Certificatelist.

This Update

This field indicates the issue date of this CRL. thisUpdate may be encoded as UTCTime or
GeneralizedTime. CRL issuers conforming to this profile MUST encode thisUpdate as UTCTime
for dates through the year 2049. CRL issuers conforming to this profile MUST encode
thisUpdate as GeneralizedTime for dates in the year 2050 or later. Conforming applications
MUST be able to process dates that are encoded in either UTCTime or GeneralizedTime.

Next Update

This field indicates the date by which the next CRL will be issued. The next CRL could be issued
before the indicated date, but it will not be issued any later than the indicated date. CRL issuers
SHOULD issue CRLs with a nextUpdate time equal to or later than all previous CRLs. nextUpdate
may be encoded as UTCTime or GeneralizedTime. Conforming CRL issuers MUST include the
nexiUpdate field in all CRLs.

Revoked Certificates

When there are no revoked certificates, the revoked certificates list MUST be absent.
Otherwise, revoked certificates are listed by their serial numbers. Certificates revoked by the
CA are uniquely identified by the certificate serial number.

Extensions
This field may only appear if the version is 2. If present, this field is a sequence of one or more
CRL extensions.



2.4. CRL Extensions

Authority Key Identifier

The authority key identifier extension provides a means of identifying the public key
corresponding to the private key used to sign a CRL. The identification can be based on either
the key identifier (the subject key identifier in the CRL signer’s certificate) or the issuer name
and serial number. This extension is especially useful where an issuer has more than one
signing key, either due to multiple concurrent key pairs or due to changeover. Conforming CRL
issuers MUST use the key identifier method, and MUST include this extension in all CRLs issued.

Issuer Alternative Name

The issuer alternative name extension allows additional identities to be associated with the
issuer of the CRL. Defined options include an electronic mail address (rfc822Name), a DNS
name, an IP address, and a URI. Multiple instances of a name form and multiple name forms
may be included. Whenever such identities are used, the issuer alternative name extension
MUST be used. Conforming CRL issuers SHOULD mark the issuerAltName extension as non-
critical.

CRL Number

The CRL number is a non-critical CRL extension that conveys a monotonically increasing
sequence number for a given CRL scope and CRL issuer. This extension allows users to easiiy
determine when a particular CRL supersedes ancther CRL. CRL numbers also support the
identification of complementary complete CRLs and delta CRLs. CRL issuers conforming to this
profile MUST include this extension in all CRLs and MUST mark this extension as non-critical.
If a CRL 1ssuer generates delta CRLs in addition to complete CRLs for a given scope, the
complete CRLs and delta CRLs MUST share one numbering sequence.

Delta CRL Indicator
The delta CRL indicator is a critical CRL extension that identifies a CRL as being a delta CRL.
Delta CRLs contain upndates to revocation information previously distributed, rather than all the
information that would appear in a complete CRL. The use of delta CRLs can significantly reduce
network load and processing time in some environments. Delta CRLs are generally smaller than
the CRLs they update, so applications that obtain delta CRLs consume less network bandwidth
than applications that obtain the corresponding complete CRLs. Applications that store
revocation information in a format other than the CRL structure can add new revocation
information to the local database without reprocessing information.
When a conforming CRL issuer generates a delta CRL, the delta CRL MUST include a critical delta
CRL indicator extension. When a delta CRL is issued, it MUST cover the same set of reasons and
the same set of certificates that were covered by the base CRL it references. A complete CRL
and a delta CRL MAY be combined if the following four conditions are satisfied:

e The complete CRL and delta CRL have the same issuer.
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® The complete CRL and delta CRL have the same scope. The two CRLs have the same
scope if either of the following conditions are met:

© The issuingDistributionPoint extension is omitted from both the complete CRL
and the delta CRL.

O The issuingDistributionPoint extension is present in both the complete CRL and
the delta CRL, and the values for each of the fields in the extensions are the
same in both CRLs.

® The CRL number of the complete CRL is equal to or greater than the BaseCRLNumber
specified in the delta CRL. That is, the complete CRL contains (at a minimum) all the
revocation information held by the referenced base CRL.

® The CRL number of the complete CRL is less than the CRL number of the delta CRL. That
is, the delta CRL follows the complete CRL in the numbering sequence.

Issuing Distribution Point

The issuing distribution point is a critical CRL extension that identifies the CRL distribution point
and scope for a particular CRL, and it indicates whether the CRL covers revocation for end entity
certificates only, CA certificates only, attribute certificates only, or a limited set of reason codes.
Although the extension is critical, conforming implementations are not required to support this
extension. However, implementations that do not support this extension MUST either treat the
status of any certificate not listed on this CRL as unknown or locate another CRL that does not
contain any unrecognized critical extensions. If the distributionPoint field is absent, the CRL
MUST contain entries for all revoked unexpired certificates issued by the CRL issuer, if any,
within the scope of the CRL. Conforming CRLs issuers MUST NOT issue CRLs where the DER
encoding of the issuing distribution point extension is an empty sequence.

Authority Information Access

This section defines the use of the Authority !nformation Access extension in a CRL. The syntax
and semantics defined in Section 4.2.2.1 for the certificate extension are also used for the CRL
extension. This CRL extension MUST be marked as non-critical.

Reason Code

The reasonCode is a non-critical CRL entry extension that identifies the reason for the
certificate revocation. CRL issuers are strongly encouraged to include meaningful reason codes
in CRL entries; however, the reason code CRL entry extension SHOULD be absent instead of
using the unspecified (0) reasonCode value.

Invalidity Date

The invalidity date is a non-critical CRL entry extension that provides the date on which it is
known or suspected that the private key was compromised or that the certificate otherwise
became invalid. This date may be earlier than the revocation date in the CRL entry, which is the
date at which the CA processed the revocation. When a revocation is first posted by a CRL
issuer in a CRL, the invalidity date.may precede the date of issue of earlier CRLs, but the
revocation date SHOULD NOT precede the date of issue of earlier CRLs. Whenever this
information is available, CRL issuers are strongly encouraged to share it with CRL users.
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Certificate Issuer

This CRL entry extension identifies the certificate issuer associated with an entry in an indirect
CRL, that is, a CRL that has the indirectCRL indicator set in its issuing distribution point
extension. When present, the certificate issuer CRL entry extension includes one or more
names from the issuer field and/or issuer alternative name extension of the certificate that
corresponds to the CRL entry. If this extension is not present on the first entry in an indirect
CRL, the certificate issuer defaults to the CRL issuer.

Conforming CRL issuers MUST include in this extension the distinguished name (DN) from the
issuer field of the certificate that corresponds to this CRL entry. The encoding of the DN MUST
be identical to the encoding used in the certificate. CRL issuers MUST mark this extension as
critical since an implementation that ignored this extension could not correctly attribute CRL
entries to certificates. This specification RECOMMENDS that implementations recognize this
extension.

3. Certificate Profile

There are various types of certificates. For Bangladesh PKI, those are mainly: Root CA
Certificate, CA Certificates, and End Entity Certificates. Before defining each certificate profile,
the Guideline specifies the format of the digital certificate and classifies each of the
fields/extensions as follows:

Mandatory — These fields or extensions are mandated by the CCA and MUST be present in the
certificates issued by the Certifying Authorities. Additionally, the content of the fields MUST be
as per the guidance provided in this document.

Opticonal — The CA may use this field at its discretion. However, in case the field is being used,
the applicable guidance or the compliance standards specified MUST be adhered to.

Special Purpose — These fields may be used only in certain circumstances. In all such cases,
additional guidance will be provided by the CCA Customizable — Customizable fields are non
standard extensions notified by CCA which may have interpretations depending upon usage /
application / industry.

Not used — These fields or extensions are NOT to be included or used in Digital Certificates
unless notified by CCA regarding the usage and format.

Reserved for Future Use — These extensions are reserved by CCA for use in the future and
additional guidance is expected from CCA before these can be utilized in the Digital Certificates.
Until such time CA MUST NOT use these fields / extensions.

The following specification also provides guidance on other important aspects of the field
including the length, data type and mandated values. The certifying authorities must issue
certificates in accordance with the guidance provided in this document.

wd%w%/\/ﬁ
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3.1. Root CA Certificate Profile

The ROOT CA'’s self-signed certificate is used for signing subordinate CA certificates and cross
certificates. The ROOT CA certificate will be used to provide the public key of the trust anchor
and the initial information of the certificate path processing.

3.1.1 Basic Fields

'SL | FIELD NOTE |
1 version ‘ Since the extension field appears in this '
-7 | (Mandatory) . profile, the value MUST be set to 2 (v3).
2. 1 serialNumber (Mandatory) i Unique integer. Up to 20 octets.
1.2.840.113549.1.1.11 SHA256 with R
3. | Signature (Mandatory) & ] el 256With RSA !
i Encryption . . |
c ' X.500 DN. For details about attribute values,
4, ‘ issuer (Mandatory) ‘ .
see Appendix-l on page 42
Validity |
55 5 | | UTCTIME
4 | (Mandatory) ;
6 | subject - X.500 DN. And see issuer. for Root CA subject
" (Mandatory) " and issuer is same
7 subjectPublicKeyInfo 1.2.840.113549.1.1.1 (rsaEncryption)
" | (Mandatory) For Root CA: 2,048 bit and 4096 bit
'8 issuerUniquelD :
| & (not used) f |
9 subjectUniquelD |
" | (not used) | 7 |
f 10 | SignatureAlgorithm i 1.2.840.113549.1.1.11 SHA256 with RSA ‘
fdmandator) | Eneryption
| Encoded as Bit string !
' Must contain the signature in accordance with |
' 11 signatureValue ~ the algorithm. For RSA, this is the value

| (Mandatory)

generated by hashing the certificate, then

I padding, and then performing the RSA private
' key operation.
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3.1.2 Certificate Extension Field
SL  FIELD

| noTe

authorityKeyldentifier

L (Mandatory, non-critical)
5 subjectKeyldentifier

" (Mandatory, non-critical)
3. keyUsage

(Mandatory, critical)

| keyldentifier (Mandatory): The hash value of Issuer’s public
| key.

" authorityCertlssuer (optional): DN |
| authCertSerialNumber (optional): INTEGER \
|

' When AuthCertlssuer is used, AuthCertSerialNum must be
set as well and wce versa

For Root Certlflcate it’ II be the hash value of subjectllssuer
‘ public key, since subject & issuer is the same for Root
| certificate.

The keyldentifier is composed of the 160-bit SHA-1 hash of
' the value of the BIT STRING subjectPublicKey (excluding the
tag, Iength and number of unused b:ts)

For CA Certlﬂcates the following key usage MUST be
asserted

* cRLSign

e keyCertsign

14, extKeyUsage (not used)

! privateKeyUsagePeriod
| (not used)

certificatePolicies
(Opticnal, critical)

certPolicylD should be denoted with OID, IA55tring. Root CA
Bangladesh will not use this field in its certificate. This field
is a mandatory field for CA certificate and subscriber
certnflcate

7.  policyMappings (not used)

subjectAltName
‘ (optional, non-critical)

issuerAItName

B " (not used)

values shall be encoded as IA5String

If the PKI domain wants to include Electronic mail, DNS
' Name or URI in the certificate, this field will be used. The |

i
10. |subjectDlrectoryAttrlbutes
1 (not used)

|
|




| basicConstraints | CA=TRUE (Boolean)

11.
| i (Mandatory, critical) pathLenConstraint=optional (INTEGER) .
" nameConstraints ]
12. |
| i (not used) ‘
13 | policyConstraints '
| l (not used)
\
| | LDAP or HTTP or both can be used. 1
Idap://hostname[:portnumber]/dn?attr{;binary] |
14 cRLDistributionPoints (e.g.,<Idap://ldap.example.corn/cn=example%20CA,dc=exa
i (Optional, non-critical) mple,dc=com?certificateRevocationList;binary>)
http://<URI>/CRLname.crl (as per RFC 2585)
15. | inhibitAnyPolicy (not used) | |
16. freshestCRL (not used) |

3.1.3 Private Internet Extension

=

SL | FIELD ' NOTE

Authority Information Access - If the PKI domain uses OCSP, this field will be
' (Optional, non-critical) ' used.

Subject Information Access i
(not used)

o law (WP

31



3.2. CA Certificate Profile
The CA certificate is a certificate, issued by the Root CA. It has also two fields:

3.2.1 Certificate Basic field

'sL | FIELD | NOTE |
1 version ‘ Since the extension field appears in this l
| (Mandatory) | profile, the vatue MUST be set to 2 (v3). \
|2 senaINumber (Mandatory) Umque integer. Up to 20 octets. .
. ' 1.2.840.113549.1.1.11 SHA256 W|th RQA
3 | Signature (Mandatory)
{ | Encryptlon
issuer ! X.500 DN. For detalls about attnbute values
(I\/’andatory) ' see Appendix-G
Validity
' | UTCTIME
? ! (Mandatory) | c
subject R, POV —
\Mandatory) | i ' PP '
subJectF.thcKeylnfo : 1.2.840.113549.1.1.2 {rsafncryption)
(Mandator\,}  For CA: 2,048 bits
8 | issuerUni uueID '
(nat used; ;
; _aubjectUmque.ﬂ ‘. ;
(ot used] | ‘
10 ' SlynatureAigorithm | 1.2.840.113549.1.1.11 SHA256 with RSA
’ (mandato'y) ! Encryptlon
- Encoded as Bit strlngr
Must contain the signature in accordance with
1 signatureValue ! the algorithm. For RSA, this is the value \
. (Mandatory) ' generated by hashing the certificate, then \
| ' padding, and then performing the RSA private |
l key operatlon

3.2.2 Certificate Extenswn fleld

keyldentifier (Mandatory): The hash value of Issuer's public

| key.
| authorityCertlssuer (optional): DN

s A @ A

authorityKeyldentifier

' 7" (Mandatory, non-critical)
|




authCertSerialNum (optional): INTEGER |

- When AuthCertlssuer is used, AuthCertSerialNum must be
set as well. Vice versa.

‘ subjectKeyldentifier

i The value of the subjectKeyldentifier MUST be the value |
' placed in the keyldentifier field of the authorityKeyldentifier
extension of the certificate issued by the subject of this

5 ‘ certificate. |
7" | (Mandatory, non-critical)
The keyldentifier is composed of the 160-bit SHA-1 hash of
i ' the value of the BIT STRING subjectPublicKey (excluding the .
tag, length, and number of unused bits). ’
| keyUsage (Mandatory, ‘ ' . |
! ke k 5 1
3 i ritical) eyCertSign, cRLSign
4. | extKeyUsage (not used) ‘
£  privateKeyUsagePeriod ‘ ‘
" | (not used) | ‘
= certificatePblicies | ' -
o certPolicylD MUST be present. And should be denoted with
6. | (Mandatory, ether critical | e
By | OID, IA55tring |
or non-critical ') ; |
7 | policyMappings
| (Not used) |
| } BiectAlitiame ‘[ If the PKI domain wants to include Electronic mail, DNS
8. | :.u :ional Baieentizal] Name or URI in the certificate, this field will be used. The
‘ op g ' values shall be encoded as IA5String.
| ' If the PKI domain wants to include Electronic mail, DNS ,
i St ANATnE ‘ Name or URlin the certificate, this field will be used. The |
T 9 (cptional Hon-citieal) | values shall be encoded as IA5String. Where present, the '
e iy ' value will be the same as the subject alternative name of the \
; ‘ issuer of the certificate.
| _
10 subjectDirectoryAttributes
" | (not used)
11 basicConstraints cA=TRUE
‘ " | (Mandatory, critical) pathLenConstraint=optional (INTEGER)
F 12 ‘ nameConstraints
" | (not used)
13 policyConstraints (not
‘ " | used)
33
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[ | LDAP or HTTP or both can be used.
|dap://hostnamel[: portnumber]/dn?attr[;binary]
' (e.g.,<Idap://Idap.example.com/cn= example%20CA,dc=exa |

14 ‘ cRLDistributionPoints ‘ mple,dc=com?certificateRevocationList; binary>)

(Mandatory, non-critical) |
' http://<URI>/CRLname.crl (as per RFC 2585)
CA certificate will carry the CRL of Root CA as its CRL
Distribution Point.
15, | AutharitylnfoRccess ' If the PKI domain uses OCSP, this field will be used.
= (optional)
16 |nh|b|tAnyPoI|cy (not used)

17 freshestCRL (optional)

subjectmfoAccessSyntax
(not used) '
"1t must be ver.'fred of a po!;cy by ‘the case of non-critical as well as the case of critical.

3.3. Sub-CA Certificate Profile

The Sub-CA certificate is a certificate, issued by the CA. It has also two fields like CA certificate
profile:

3 3 1 Certlftcate Ba5|c fleld

st | I'IELD ¥ NOTE
, ‘ version ' Slnce the extension field appears in th|s
(Mandatory) proflle the value MUST be set to 2 (v3).
2 | serialNumber (Mandator\/) Unlque integer. Up to 20 octets |
| O N -
3| signature (Mandatory) 1 2.840.113549.1.1.11 SHA256 with RSA
: ; Encryption
I~ . v o : . ]
i issuer ' X.500 DN of Issuing CA. For details about ‘
| (Mandatory) - 1 attribute values, see Appendix-G '
Validity | |
U
‘ (Mandatory) TETIME
| subject :
| 1%~ |
‘ 6 (Mandatory) X.500 DN. And see Appendix-G.
| 2 subjectPublicKeyInfo 1.2.840.113549.1.1.1 (rsaEncryption) ‘
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| | (Mandatory)

For sub-CA: 2,048 bits

| 3 issuerUniquelD
(not used)
; subjectUniquelD
| 9
. (not used)
10 SignatureAlgorithm 1.2.840.113549.1.1.11 SHA256 with RSA !
_ (mandatory) Encryption |
5 ‘ Encoded as Bit string
1 Must contain the signature in accordance with
1 ' signatureValue | the algorithm. For RSA, this is the value
(Mandatory) | generated by hashing the certificate, then

| padding, and then performing the RSA private
| key operation.

3.3.2 Certificate Extension field
i

SL | FIELD J NOTE i
‘ : keyldentifier (Mandatory): The hash value of Issuer's pubic
| key.
.| authorityKeyldentifier authorityCertlssuer (optional): DN

i (Mandatory, non-critical)

‘ authCertSerialNum (optional): INTEGER
1 \
i When AuthCertlssuer is used, AuthCertSerialNum must be

| set as well. Vice versa. !

' su bjectKeyldentifier

‘ The value of the subjectKeyldentifier MUST be the value 1
' placed in the keyldentifier field of the '
authorityKeyldentifier extension of the certificate issued by
 the subject of this certificate.

| 2 ! (Mandatory, non-critical) ‘
' | The keyldentifier is composed of the 160-bit SHA-1 hash of |
the value of the BIT STRING subjectPublicKey (excluding the
_ tag, length, and number of unused bits).
‘ T
3. | keyLisage (Mehatory, keyCertSign, cRLSign

critical)

4. | extKeyUsage (not used)

| privateKeyUsagePeriod
(not used)
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certificatePolicies of Sub-CA shall be within the issuing CAs
certificate policy. In case of Sub-CA is a Class, CA shall use

tifi ici — \
g |catePoI|e|es . the OID value notified in the website of CCA.
6. (Mandatory, either critical
~critical : .
ornan:critical ) certPolicylD MUST be present. And shall be denoted with |
0ID, IASString |
5 policyMappings
. (Nof 'ISPd) i !
T — |if the Pi\l domam wants to include Electronic mail, DNS
8. {omjuional noln-critica!} ' Name or URI in the certificate, this field will be used. The
o ' : values shall be encoded as IASStrlng
: Ifthe PKI domaln wants to include Etectronlc mall DNS
: ' Name or URl in the certificate, this field wiil be used. The
issuerAltName i .
9; . ol values shali be encoded as IA5String. Where present, the
(optional, non-critical) | ; s
value will be the same as the subject alternative name of
the issuer ot the cert:ﬂrate ‘
subjectDirectoryAttributes
10.
{not used)
.. bagicCoastraints | cA=TRUE
S (Mandatory, oritical) nathienConstraint=optional (INTEGER] {1 Tor sub-CAj
sameConsirain | ‘
17, m rn“ raints . |
| {not used) 5 !
| 13.  policyConstraints (ot used) | .
; LﬁAP or HTTP or both can be used |
ldap://hostnamef: portnumber]/dn?attr[;binary]
4 cRiLDistributionPuoints (e.g.,<ldap://idap.example.com/cn=example?20CA, dc=exa |
© | {Mzndatory, non-critical) - mple,dc=com ?certificateRevocationList; hinary>) l
| i |
| http://<URI>/CRLiname.crl (as per RFC 2585) |
: | i authority!nfoAccess '
| 15. | > PK i > is fi i . ’
(opt:onal) | If the PKI domain uses OCSP, this field will be used |
16. | mhlbltAnyPollcy(not used) |
I |
T |
17. | freshestCRL (optional) :
mﬂw@ %’
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subjectinfoAccessSyntax
(not used)

2 It must be verified of a policy by the case of non-critical as well as the case of critical.

-
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3.4. End Entity Certificate

End entity certificate profiles are stated in the following sub-sections. In every EE certificate,
the basic fields are the same. The extensions are different depending on the usage of the
certificate. The keyUsage field is to define the usage of a certificate.

3.4.1 Common EE Profile

Certificate Basic field
SL | FIELD | NOTE
1 version Slnce the extension field appears in thls
{Mandatory) proflle the value MUST be set to 2 (v3)
2 serlaINumber \Mandatory) Umque mteger Up to 20 octets
11354 H h RSA
3 Signature (Mandatory) | | 1.2.840.1135 9 1:1.11 8 A256 wit
:ncryptlon
4 issuer \( 500 DN. For details about attnbute va!ues
(Mandatory) ' see Appendix-G on page 39
Validity
TIM
> (Mandatory) BICTINE
subject : ;
6 i X. DN. 3r,
(Mandatory) 500 And see the issuer
- subjec tPubtheylnfo z 840 113549 1 1 1 (rsaEncryptlon)
{rv'landatory) | For end user: 2048 hit
? |ssuermquelD
(not used) J
| subjectUniquelD ‘
(not used)
| SignatureAlgorlthm : 1 2 840 ]13549 1 3 I | SHA256 with RSA
' (mandatory) Encryptlon
| | Encoded as Bit string I
. ; ' Must contain the signature in accordance with 5
; - | signatureValue ‘ the algorithm. For RSA, this is the value :
! (Mandatory) ' generated by hashing the certificate, then

i padding, and then performing the RSA private |
! | key operation.

- b ol P
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Certificate Extension field

'SL | FIELD NOTE
keyld(Mandatory): The hash value of Issuer's public key.
. | authorityCertlssuer(optional): DN
1 1 authorityKeyldentifier authCertSerialNum(optional): INTEGER
(Mandatory, non-critical)
When AuthCertlIssuer is used, AuthCertSerialNum must be
 setas well. Vice versa.
: For end entity certificates, subject key identifiers SHOULD
be derived from the public key.
| subjectKeyldentifier
(Mandatory, non-critical) ' The keyldentifier is composed of the 160-bit SHA-1 hash of
| | the value of the BIT STRING subjectPublickey (excluding the
! | tag, length, and number of unused bits).
ke.y‘Usage (Mendatory,  digitalSignature, nonRepudiation
| critical)
{ 1t will be required for OCSP, SSL, etc certificates by using
' | any or multiple of the following parameters:
| e id-kp-serverAuth OBJECT IDENTIFIER ::= { id-kp 1 }
e sy id-kp-clientAuth OBJECT IDENTIFIER ::= { id-kp 2 }
(POp ’O”a)’ s id-kp-codeSigning OBJECT IDENTIFIER ::= { id-kp 3 }
b id-kp-emailProtection OBJECT IDENTIFIER ::= { id-kp 4 }
id-kp-timeStamiping OBJECT IDENTIFIER ::= { id-kp 8 }
| id-kp-OCSPSigning OBJECT IDENTIFIER ::={ id-kp 9 }
5 privateKeyUsagePeriod
(not used) N
3 i3 certPolicylD MUST be present. And should be denoted with
| certificatePolicies OID, IASString
J w (Iv.la_mdlatory, e'th.f_r 3 ' Depending on the Class of the Certificate corresponding
| HBGAioFRan-crikealS) OID (notified in CCA website) shall be used.
7 policyMappings (not
‘ used)
If the PKI domain wants to include Electronic mail, DNS
Name or URI or etc in the certificate, this field will be used.
' The field SubjectAltName can be any of the followin '
| subjectAltName Al i ] ( .
ks tional, non-critical) values;
lopHang, otherName [0] OtherName
rfc822Name [1] 1A5String
| ' dNSName [2] IA5String
39
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x400Address [3] ORAddress
directoryName [4] Name
ediPartyName [5] EDIPartyName
uniformResourceldentifier [6] IA5String
iPAddress [7] OCTET STRING
registeredID [8] OBJECT IDENTIFIER

\
| issuerAltName

i (optional, non-critical)
|

If the PKI domain wants to include Electronic mail, DNS

Name or URI in the certificate, this field will be used. The
values shall be encoded as IA5String. Where present, the
value will be the same as the subject alternative name of

| subjectDirectoryAttribute
10 |s

! the issuer of the certificate.

' (not used)
11 ' basicConstraints
(opnonal crmcai)
) nameConstraints (not
i
used)
pohr,Constramts (not
13
used)
3 | cRLDistributionPoints
' (Mandatory, non-critical)
authoritylnfoAccess
15
(notused)
16 :nhlbttAnyPollcy(not

| used)

' LDAP or HTTP or both can be used.
' Idap://hostname[:portnumber]/dn?attr[;binary]
' (e.g.,<Idap://Idap.example.com/cn=example%20CA,dc=exa
; mple,dc:corn?certificateRevocationList;binary>)

http //<UR1>/CRLname crl (as per RFC 2585)

'f the PKI domain uses OCSP, this field will be used.

17 \ freshest(.RL(not used)

i 4 i, e iaceai

) subjectlnfoAccessSyntax

. 18  (not used)

e

31t must be verified of a pohc{/ by

the case of non-critical as well as the case of critical.

e @ A
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3.4.2 Identification Certificate

Certificate Extension field

keyU tory, e v _—
| e.v. S8§¢/(Mandataty, digitalSignature, nonRepudiation
. critical)
3.4.3 Secure E-Mail Certificate
Certificate Extension field iy et

keyUsage (Mandatory, S o '

.V. Be (Mahidztary digitaiSignature, nonRepudiation and keyEncipherment
critical) - |
subjectAltName If the PKI shall include Electronic mail address in the certificate |

{(Mandatory, non-critical) and the values shall be encoded as IA5String

3.4.4 Encryption Certificate

eyl i L -
ke'\rjsage( Andatary keyEncipherment
critical)

| sunjectAltName

- Electronic mail address in the certificate
' (Mandatory, non-critical) 3

3.4.5 SSL Certificate Profile

St | Field Note !
1 Version ' The mandated vaiue is 2. (i.e., The certificate must be in ;
" | (Mandatory) a version 3 format) i
) , Serial Number Positive number of maximum Length 20 bytes and \
" (Mandatory) unigque to each certificate issued by a CA. ‘
I"Issuer Signature
3. | Algorithm | SHA256 with RSA Encryption (null parameters)
' (Mandatory) .

| Issuer Distinguished

4. Name Must be same as Subject DN of the issuing CA
(Mandatory) |
5 Validity Period ' Validity expressed in UTC Time for certificates valid
’ ‘ (Mandatory) ' through 2049




Subject Distinguished

Common Name (CN)

Fully Qualified Domain Name(FQDN)
Optional Attributes

State / Province

State / province for verified Office address
Organisational Unit(OU)

| !
G |hame ' Department / Division to which the individual belongs
| (Mandatory) B i ‘
| within his organisation \
. Organisation (O) ‘
Legal Nam:e of the organisation the person belongs to |
Country (C)
_ Country code as per the verified Office address
= | LER P.UbIIC Key rsaEncryption, minimum 2048 RSA Key modulus, public
7 Information B Y
{Mandatory) P
g Issuer's Signature shaz56WithRSAEncryption {1 2 840 1135491 1 11} (null
' (Mandatory) parameters)
Signature Value W) ;
9, issuer CA's signatur |
(Mandatory) Hre= Sgnakire '
| Authority Key identifier
10. (Mandatory, Nct Issuinig CA Subjectkeyindetifier
Critical)
Subject Key ldentifie . ; . ;
L e e el Octet String of unique value associated with the Public
11.  IMandatory, Not i .
' Critical) L ,
' Key Usage . e :
12, ; h | Si
(Mandatory, Critical) Key Encipherment and Digital Signature
Certificate Policies The value raust contain the OID representing the CCA
13. | (Mandatory, Not certificate policy the certificate is valid for; and all the
' Critical) iower level certificate policies.
| Subject Alternative . Subject Alternative Name: .
N | dnsName(s) for the server(s) / web page as an IA5 string
14. | " IP addresses of the server as a printable string in
| (Mandatory, Not { o i s g
' Critical) . network byte order", as specified in RFC791 for IPv4 and
RFC 2460 for IPv6
If present, extended key usage shall include
 Extended Key Usa w '
15. nded Key USaBe iqkp-serverAuth {136155731}

(Optional, Not Critical)

' id-kp-clientAuth {1361557 3 2}
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DistributionPointName MUST be set and MUST contain a 1

i complete HTTP URI pointing to a DER encoded full and |
- CRL Distribution Points | complete CRL for all reasons. DistributionPointName
16. (Mandatory, Not ' shall contain the fullName and thus shall not contain

| Critical) - nameRelativeToCRLIssuer

| Reasons and cRLIssuer fields shall be absent.

3 4 6 OCSP Responder Certlflcate Proflle

........... . e

Sl Field T Note §
' Version ‘ The mandated value is 2 (i.e., The certlflcate must be |
' (Mandatory) ina versnon 3 format)
) Serial Number ' Positive number of maximum Length 20 bytes and
; - (Mandatory) - unique to each certificate issued by a CA.

: 4 leorith \
IssLerSignature Algorithin . SHA256withRSAEncryption (null parameters)

(Mandatory)
I I
4. SSME Dlstlngws e Ndme Must be same as Subject DN of the Issuing CA
| (Mandatory) t ‘
4 m L B, - H-h. { —_— e S S |
5 Validity Period Validitv expr'ecsed in UTC Time for certificates valid
: (Mandatory) through 2049
‘ | Commen Name (CN) <ocsp Responder Name> j
. ! . . | Organisational Unit (OU) GCSP Responder ’
C " i |
auBjEct Ristinguished ‘ Organisation (O) Legal Name of the OCSP
6. | Name e \
. (Mandator Organization \
AR | Country (C} Country code as per the verified office 1
| address
| Subject PUb|IC Key ' rsaEncryption, 2048 RSA Key modulus, public ,
Informatron (Mandatory; [ exponent '
7. Informatlon (Mandatory) J \
g Issuer's Signature | sha256 WithRSAEncryption {12 840 1135491 1 11}
" (Mandatory) (null parameters) |
Signature Value ; '
: | CA"
9 } (Mandatory) ssuer s signature ‘
Authority Key Identifier . ) -
s . I CA Subjectkeyl f
10 (Mandatory, Not Critical) ssuing CA SubjectkeylIndetifier
11, ‘ Subject Key Identifier Octet String of unique value associated with the ‘
(Mandatory, Not Critical) Public key :
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| Key Usage

. s DigitalSignature
12 | (Mandatory, Critical) Ighele ;
| | Certificate Policies | The value must contain the OID representing the CCA ‘
13; s by ' certificate policy the certificate is valid for; and all the

Not Critical
- (Mandatory, Not Critical) lower level certificate policies.

| Extended Key Usage i -
o | A d-kp- PS 136155738
= ' (Mandatory, Critical) | id-kp-OCSPSigning { }

Must be present if no-check extension is absent.

Must be absent if no-check extension is present.

15, | CRLDistribution Points 1 4 o ionPointName MUST be set and MUST

(Optional, Not Critical) ' contain a complete HTTP URI pointing to a DER
encoded partitioned CRL for all reasons.
‘ DistributionPointName shall contain the fullName and
thus shaII not contain nameReIatNeToCRLlssuer

e T

The |d ad -ca Issuers OID MUST point to cert|f|cates ‘
| issued to the CA issuing the certificate containing this

| field. The OID should specify a HTTP URI which points

' to a single DER encoded certificate or a collection of

' DER encoded certificates in a BER or DER encoded

| "certs only" CMS ‘message as specmed in [RFC3852]

Authority Information
16. Access
(Mandatory, Not Critical)

3.4.7 System Certificate Profile

Sl. Field Value 1
Version } The mandated value is 2. (i.e., The certificate must be '
(Mandatory) | ina versmn 3 format) |
2 Serial Number | Posmve number of maximum Length 20 bytes and
' (Mandatory) ' unique to each certificate issued by a CA. ;
e | 4
lssuer Slgnature Algorlthm ' .
3 2 i
' (Mandatory) | SHA256 with RSA Encryption (null parameters)
Issuer Distinguished Name !
4. DB - Must be same as Subject DN of the issuing CA
(Mandatory)
5 Validity Period Validity expressed in UTC Time for certificates valid
i i (Mandatory) through 2049
|
| Subject Distinguished
6. Name The CN in the Subject Name MUST contain either
- (Mandatory)




* IP Address of the system as a printable string in
"network byte order", as specified in RFC791 for IPv4

' and RFC 2460 for IPv6

* MAC Address of primary network interface as a
printable string

* Serial number (CPU or any electronically verifiable
serial number) as a printable string

' ® Unique ID as a printable string

| Subject Public Key

rsakEncryption, with minimum 2048 RSA Key modulus,

Hle Gl NP

7. Information i t \
(Mandatory) e el iaci ek
8 Issuer's Slgnature | sha256 WithRSAEncryption {12 840 1135491 1 11}
' (Mandatory) (null parameters)
Signature Value | i
9, (Mandatory) i Issuer CA's signature
Authority Key Ident:fler | : : 2oz
10. S
(Mandatory, Not Crltlcal) | Issuing CA Subjectkeyindetifier
11 Subject Key Identlfler ' Octet String of unique value associated with the
" (Mandatory, Not Critical) | Public key |
Key Usage ‘ : o ; '
12. (Mandatory, Cntlcal) Key Encipherment and Digital Signature |
' o g | The value must contain the OID representing the CCA
Certificate Policies
13. | o certificate policy the certificate is valid for; and all the |
| (Mandatory, Not Critical)
lower level certlﬁcate policies. \
' The CN in the Subject Name MUST contain either
&l Altanativs Nate IP Address of the system as a octet string in "network |
14, (Majn datory, Not Critical) | DYte order", as specified in RFC791 for IPv4 and RFC |
| L 2460 for IPv6 |
| dnsName in IASStnng format
f If present, extended key usage shaII mclude
| 15, fgti:‘:fac: Kr\T:tchr?tgisal) | id-kp-serverAuth {136 15573 1}
RERTE id-kp-clientAuth {136 1557 3 2}
i DistributionPointName MUST be set and MUST
. contain a complete HTTP URI pointing to a DER
16 | CRL Distribution Points encoded full and complete CRL for all reasons.
’ (Mandatory, Not Critical) | DistributionPointName shall contain the fullName and
thus shall not contain nameRelativeToCRLIssuer
' reasons and cRLIssuer fields shall be absent.
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3.4.8 Organizational e-Seal Certificate (Class 3)

This profile defines the certificate requirements for e-Seal Certificates (Organizational Identity)
used for sealing documents at an organizational level.
A. Basic Certificate Fields

(Mandatoiy)

Field Name | Value

Version 3

(Mandatory)

Serial Positive number of maximum Length 20 bytes and unique to each certificate
Number issued by a CA.

(Mandatory)

Signature sha256withRSAEncryption (1.2.840.113549.1.1.11)

Algorithm

(Mandatory) !

Issuer DN "Must be sare as Subject DN of the Issuing CA

Subject DN | CN | <Organization_Entity_Name>
{Mandatory) | SERIALNUMBER <Qrganization_Unigque_ID>
0 ) <prg_name>
eu _| <depariment_name>
L <District> _
C BD
Validity 365 days
(Mandatory)
Subiject For RSA Provision: 1.2.840 113545.1.1.1 (rsaEncryption). For the end user:
Public Key 20428 bit.
Info L] .
(Mandatory) For ECC Provision: 1.2.840.10045.2.1 (id-ecPublicKey). For the end user: 256-

bit (e.g., prime256v1).

Oy

46




B. Certificate Extensions

Extension Value / Description

Authority Key | Derived from Issuer’s Public Key
Identifier

(Mandatory,
non-critical)

Subject Key Derived from Subject’s Public Key
Identifier

(Mandatory,
non-critical)

Key Usage Digital Signature, Non-Repudiation
(Mandatory.,
critical)

Extended Key | Document Signing (1.3.6.1.4.1.311.10.3.12)
Usage
(Optional,
special
purpose)

Certificate The value must contain the OID representing the CCA certificate policy the
Policies certificate is valid for; and ail the lower level certificate policies.

(Mandatory,
non-critical)

Basic Subject Type=End Entity, Path Length=None
Constraints
(Opticnal,
critical)

CRL LDAP or HTTP or both can be used.

Distribution idap://hostname[:portnumber]/dn?attr[;binary]
(e.g.,<ldap://ldap.example.com/cn=example%20CA,dc=exampla,dc=com?c
ertificateRevocationList;binary>)

http.//<URI>/CRLnhame.crl (as per RFC 2585)

Points
(Mandatory,
non-critical)

Authority Info | If the PKI domain uses OCSP, this field will be used.
Access
(Optional, non-
critical)




3.4.9 Organizational e-Signing Certificate

This profile defines the certificate requirements for Organizational Signing, allowing individuals within
an organization to sign documents.
A. Basic Certificate Fields

Field Name Value

Version 3

(Mandatory)

Serial Number Positive number of maximum Length 20 bytes and unique to each
(Mandatory) certificate issued by a CA.

Signature Algorithm sha256withRSAEncryption (1.2.840.113549.1.1.11)
(Mandatory)

Issuer DN Must be same as Subject DN of the Issuing CA
(Mandatory)
Subject DN CN <individual_full_name>
(Mandatory) SERIALNUMBER <|D_PREFIX_ID_HASH>
TITLE <designation>
(Non_mandatory)
0 <organization_name>
ou <department_name>
E <District>
G BD
Validity 365 days
(Mandatory)
Subject Public Key 1.2.840.113549.1.1.1 {rsa Encryption)
Info For end user: 2048 bit
(Mandatory)

B. Certificate Extensions

Extension Value / Description

Authority Key | Derived from Issuer’s Public Key
Identifier

(Mandatory,
non-critical)

Subject Key Derived from Subject’s Public Key
Identifier




(Mandatory,
non-critical)

Key Usage Digital Signature, Non-Repudiation
(Mandatory,
critical)
Extended Key | Document Signing (1.3.6.1.4.1.311.10.3.12)
Usage
(Optional,
special
purpose)
Certificate The value must contain the OID representing the CCA certificate policy the
Policies certificate is valid for; and all the lower level certificate polices.

(Mandatory,
non-critical)

Basic Subject Type=End Entity, Path Length=None
Constraints
{Optional,
critical)

CRL LDAP or HTTP or both can be used.

Distribution Idap://hostname[:portnumber]/dn?attr[;binary]
(e.g.,<|dap://Idap.example.com/cn=example%ZOCA,dc=example,dc=com?c
ertificateRevocationList;binary>)

http://<URI>/CRLname.crl (as per RFC 2585)

Points
(Mandatory,
non-critical)

Authority Info | If the PKI domain uses OCSP, this field will be used.
Access
(Optional, non-
critical)

3.5. ARL/CRL Profile

Authority Revocation List (ARL) and Certificate Revocation List (CRL) are used to check whether
a certificate in the certification path has not been revoked or not. This profile distinguishes the
ARL and CRL in order for the CA to customize their revocation policy. This design policy suggests
that the IWG profile accepts the CA revocation information in the CRL, which primari ly includes
the EE revocation information. In addition, the profile of this guideline accepts the
separate/multiple CRL distribution policy based on the revocation reasons and serial number,
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for instance. This is up to the decision of the CA issuing policy. The application should handle

the revocation policy of the CA.

profile, the value MUST be set to 1 (v2).

ARL/CRL Basic field
SEaa FIELD NOTE
| . - in thi
1 | Version (Mandatory) Since the extension field appears in this
|
|

1.2.840.113549.1.1.11 SHA256 with RSA

st |
2 | signature (Mandatory) ———
3 * ssuer iMandator) - X.500 DN. For details about attribute values,

| y ' see Appendix-G on page 39
4 thisUpdate (Mandatory) | UTCTIME
5 . nextUpdate (Mandatory) | UTCTIME

| revokedCertificates Certificate Serial Number and revocation date
6 - 1 ; ..

(Mandatory) in GeneralizedTime i

ARL/CRL EntryExtensions

NOTE |

sL | FIELD ; |
| Value of this field may be any/all given below:
| ! unspecified (0),
? . keyCompromise (1), ‘
! ; cACompremise (2),
[ sain o
| ReasonCode } affiliationChanged (3),
g (Mandatory, non-critical)  Jupemseded (),
? Y % | cessationOfOperation (5),
| certificateHold (6),
| removeFromCRL (8),
; | privilegeWithdrawn (9),
' LaACompromise (10) .
i ‘ - NN (SSRGS = vt o |
- holdInstructionCode |
2 \
' (not used)
invalidityDate
3 .I RS - ' GeneralizedTime ‘
(optional, non-critical) ‘
4 | Certificatelssuer (not used) ‘
hw”

Alowe—

50

A



ARL/CRL Extensions

| SL FIELD NOTE

keyld(Mandatory): The hash value of Issuer's
public key (SHA1 160bit).

| authorityCertlssuer(optional): DN
authCertSerialNum(optional): INTEGER
When AuthCertlssuer is used,
AuthCertSerialNum must be set as well. Vice
| versa.

| authorityKeyldentifier
(Mandatory, non-critical)

2 | issuerAltName (not-used)

cRLNumber o .
. , | ; 20 8
3 | (Manditory, nen-critical) | unigue integer. up to 20 octets

' If the PKI domain wants to use dCRL, this field |

, | deltaCRLindicator
(optional, critical) - will be used.

5 | issuingDistributionPoint
freshestCRL | If the PKi domain wants to use dCRL, this field |
' (optional, non-critical) - wili be used. '

—

7 criScope {(not-used)
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H. Appendix-I: Convention & Specification

1. Naming convention

In order to standardize the naming for the CAs and sub-CAs, the following guideline is to be
adopted for determining the “Common Name” (CN) for CAs and Sub-CAs.

Entlty Nammg (Common name) ! Example
Certlfylng Authorlty “(‘ertlfylng Authonty Name“ CA r‘YY\"Y" ’ XYZ CA 2013 |
_ ‘ ]
» . ; ” XYZ Sub CA for Income Tax |
SHBCA ”Certrf\{flng Authc:rlty Name” sub-CA for XYZ Sub CA for Class 2 5
Branding Name i
| Certificate

e s e s i oot et e e et et e s e e

Each Relative Distinguished Name (RDN) shali contain a single attribute type and associated

value. Attribute values shall be encoded as specified below:

Si. No Attribute Type

Country
f Orgamsaﬂon

Grganl atnonal Umt

PR w o ]

| Post Cade

State/r rovince (Not dpp'lcable for Root C.’-\ and CA
LE’tIfICBtE proflie;

(%]

Street Aodress

House ldent:fler

| Common Name

' Serlal Number

R
O i |||

0 Unlque Identmer

|

2. Specifications for Issuer and Subject DN

e L Y NS S50 SESRUIS. T RS R 5 IR U L SIS EESOE SIS TR L PRI

J Attribute Value |
Encodmg

. Prmta"ble Strlng | i
Prlntable String e
i Prmtabie Strmg--
Prmtable Strlng.

% Printabie String

R

‘ Prmtable Strlng

Prlntable Strmg

Prmtable Strmg

Prmtable Strlng

Blt Strlng

The summary of issuer and subject fields are presented in the table below. Note that the
attributes are presented in a reverse order than that of a directory structure.

sl.  Certificate Type Issuer

Subject

| 1 |cca

Same as issuer

C Ol @Wﬂ%« M\%}



2| Licensed CA Samfe_as Subject in CCA
' Certificate

Refer licensed CA Subject

‘ Specifications

Same as subject in licensed

3 |SubCA CA Certificate

Refer sub CA Subject
Specifications

Same as subject for issuing
CA (or sub-CA) Certificate

' End User (certificate
‘ issued by sub-CA)

Refer End user subject
specifications

3. CCA Certificate — Subject Specifications

The CCA certificate must comply with following distinguished name specifications for both

subject and issuers (for a self signed certificate)

Sl. Attribute Value
«~1 : Common Name (CN) ' Root CA Bangladesh “YYYY”

2 | Organisational Unit (OU) ' Root CA
3 ). o,—gan,s at.on(o) I ofﬂce S

4 | Country (C) | BD - ~

4. CA Certificate —Issuer Specifications

Value

sl. Attribute |

1 | Common Na‘r;1e (CN) E ' Roo'g CA Banéladesh YNNG B
2 Organisatioﬁ;imanit (OU) ' Root CA “

3 | Organisation (O) V'Ofﬁce of the CCA

4 Country (C) BD

5. CA Certificate — SUBJECT specifications

Sl. Attribute

Value

1 | Common Name (CN)

Max Length: 64 characters

Licensed (subject} CA Name (name by which it will
be commonly known) (Refer Naming Conventions
section in organizational recommendations section)
e.g. XYZ CA “YYYY”

House Identifier

Max Length: 60 Characters
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| This attribute MUST contain the

i e flat number, apartment name and plot no.,
‘ OR

‘ ; e house name/number and plot number of

‘ the CA’s head office or registered office

‘ address

- Max Length: 60 Characters |

|

|
3 ‘ T | This attribute value MUST contain following

| ree ress ' parameters of the CA’s head office or registered

‘ | office address

| : Name of City/District where CA’s head office or |
4 Locality registered office address is. This field is optional if

| City/District is added in Street Address.

5  State/Province Not applicable for CA certificate

Postal Code of the CA’s head office or registered

|
g w FostalCode - office address

Organisational Unit
(Ou)

~

| “Certifying Authority”
' Legal Name of the Organisation operating the CA |

& | Organisatian (O} | Max Length: 64 Characters

| Country code as per the verified residential/office |
|

| Country (C) | address
' Max Length: 2 Characters

w

6. Sub-CA Certificate — Issuer specifications

Issuer Field for Sub-CA MUST be same as the Subject Field for the CA have been again provided
here for easy reference

5|_ Nd i Atmbufe W e i Va|ue
1 | Common Name (CN) T Same as SUBJECT field in Issue;'wEA certificate
2 | House Identifier Same E;s SUBIECT field in Issuer CA ce&iﬁcate
“ 3 | ' Street Address . Sameas SUBJECT field i;lnlssuer CA certificate
4 | Locality ' same as SUBJECT field in Issuer CA certificate |
5 | State / Province ! Not Applicable
6 Postal Code Same as SUBJECT field in Issuer CA certificate
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Organisational Unit
(ou)

[
I

Same as SUBJECT field in Issuer CA certificate

8  Organisation (O)

| Same as SUBJECT field in Issuer CA certificate

9  Country(C)

Same as SUBJECT field in Issuer CA certificate

7. Sub-CA Certificate — Subject specifications
A. Internal Sub-CA

Sl. No Attribute

Value

1 Common Name (CN)

Sub-CA Common Name (refer CA naming
conventions)

Organisational Unit
(Ou)

Sub-CA

3 Organisation (O)

Legal Name of the Organisation operating the

Sub-CA (same as the O in Issuer field of Issuer CA ;

certificate)

4 Country (C)

Max Length: 2 Characters
Country code as per the verified
residential/office address

B. External Sub-CA

| Sl. No | Attribute

1 Value

i Common Name (CN)

Sub-CA Common Name (refer CA naming
conventions)

2 House Identifier

: Max Length: 60 Characters
This attribute MUST contain the
e flat number, apartment name and plot
no.,
OR

e house name/number and plot number of |

the CA’s head office or registered office
address

3 Street Address

' Max Length: 60 Characters
This attribute value MUST contain following
parameters of the CA’s head office or registered
office address
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4 Locality

' Name of City/District where CA’s head office or
registered office address is.

5  State/Province

Not applicable for CA certificate

6 | Postal Code

e S R Ll

7 ‘ Organisation (0)

Postal Code of the CA’s head office or registered
office add ress

Legal Name of the Orgamsatlon operating the
Sub- CA

S ) S————

8 Country (C)

8. End User Certificate (Issued by a Sub-CA) ~
A. End User Certificate Issued hy Internal Sub-CAa

51 No ‘ Attrlbu*e

1 Comr-mn Name (“' '\
(;!" umsationel unit
5 %

2 j Gfgo.rmat:on (0)

4 ; FJL. try‘_Lj

B. End User Certificate issued by Externai Sub-Ch

Attnbute

| Same as 9' 'BJW T field in |ssu.ng sub

1 Common Name (CN)
House ldE""’IfIPI

3 Street Addre<s

Same as SLBJE! T fre!d in issuing sub

Viax Lencrth 2 Charactel S
Country code as per the verified
resadei ilal/orﬁce address

Issuer specifications

Jalue

=0T
LA |

CSeme 2s SU

- Seme as SURIECT field in issuing sub

Same as S '3.‘ CT ,'m'f*‘ in !b:U!ng suh

’i.m as Sl kuE' T me!u in lssumg _.un

‘ Same as SUBJ£CTfeId in issuing sub

4 Locali ty
5

State/ P rovmce

' Organlsatlonal Umt
(OU)

1.
|
B
SRS -
N
|

ﬁe!d in |ssumg .,ub ‘

Same as StiBjECT fie!d in issuing su!::

AR ST R i B i e il

SE———| |

| Same as SUBJECT fleid in lssumg suh

' Same as SUBJECT field in issuing sub

7 Organisation (0)

' Same as SUBJECT field in issuing sub

m H

| Country (C)

| Same as SUBJECT field in issuing sub
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9. End User Certificate —Subject Specifications

SL

Attribute

Definition

Max Length: 64 Characters

The Common name MUST be constructed in the |
following manner ,
CN as per Records

Surname i

The surname is a name inherited by an individual from
an individual's parent or assumed by marriage.

In the Bangladeshi context, Surname is the same as the
last name of a family name. In certain populations,
where the use of Surname is not prevalent, the
Surname will mean the part of the name which is
common with the individual's parents or spouse
(assumed from marriage).

Where none of the above criteria are satisfied and
where applicable, the house name, tribe, trade, title,
salutation which is an integral part of the person's name |
is to be used as the surname.

1 ‘ Sobion Nare | e The Surname is Optional.
| Given Names
- e Agiven name is the name which is given to an individual
‘ by a parent, or chosen by the individual, or by the name
by which the individual is known.
e The given Name MUST not be Blank or substituted by
| initials.
e Generation qualifier if any (Jr. Il) MUST be appended to
" the given name with a space distinguishing both.
| Initials
e This being a completely optional field and MAY contain
initials of parts of a person's name not already
‘ addressed in any of the above attributes. |
Organization Entity Name ‘
1 e Must be the official registered name of the |
| organization or the specific application/seal name. i
(e.g. Bangladesh Power Development Board e-Seal) '
57 (A
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| Serial Number

Individual i

| For individuals the serial Number must contain a 3 letter prefix |

of type Identity and 160 bit SHA1 digest of Subjects Identity 1
~value. Valid Identity Numbers are National Identity (NID), |
Passport Number (PPN), Birth Registration Number (BRN) and |
Tax Identification Number (TIN). !
(e.g. if Subjects' Identification type is passport and the passport |
number is OC8739XXXX, then the serial number field will
contain PPN and digest of OC8739XXXX

(i.e. something like

2 | PPN5b6a26d4d6acd2af8238b49ffa38a40fdb61162d
' Here the red part is in plain text and blue part is the hash value) |
Organizations
For organizations the valid identity number is either the first 11
digits Digital Nothi ID number (prefix - Nothi) or Business
' Identification Number or Trade License Number (prefix — BIN,
| TLN).
(e.g. For Bangladesh Computer Council it can be
Nothi56.01.0000.000}*
3 | Title The official designation of the person within the organization
| (e 8 "Deputy Controller"\ '
| This is a reserved attrlbute for future use and shall be used in |
4 Unique Identifier  the future for SHA256 hash of National ID or any other Unigue
1D for mdlwduals ‘
| Max Length: 60 Chardcters ;
5 State or Province | This attribute value MUST be populated with the name of the |
Name State / Province of Subject’s residential or office address (if
~any).
6 ..ocahty : C:ty/Dlstrlct of SUDJECtS re5|dentlal or offlce address
74 Postal Code i Post Code for the Subject s resndentlal or offlce address
] Max Length: 64 Characters 1
_ ' This attribute MUST either contain the name of the |
3 Organisational | department or sub-division of the organisation the person
Unit belongs to if the certificate is being issued for official purposes ‘
' OR must not be used. The Organisational unit must not be
‘ present when the organisation has been marked as “personal” .
Max Length: 64 Characters |

9
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This attribute MUST contain either name of the organisation
the person belongs to — if such information has been verified
by the CA
OR
contain string “Personal”

Max Length: 2 Characters
For Bangladesh, Country code is BD |

10 | Country

* The latest geo-code (provided by BBS) must be considered while applying the Nothi number

10. Certificate Validity in Bangladesh PKI

A notification has been issued by the Controller regarding certificate validity of different types
of certificate. The notification is available at www.cca.gov.bd

The certificate validity is'gir\gen as below with some addition to the notification:

"SI.‘%-' 'Cert;‘i,ficate""‘l'y’p_gf_ f SUbjECt i Issuer Validity ‘
“hiq | Root CA Certificate. - Root CA Bangladesh - Root CA Bangladesh ! 10 years

e Name of Licensed CA | \

\ Licensed CA

! ; | maximum
w ; C Subject 'R CA Bangladesh _
| Certificate as Bel. fis i 2 _gpt Sl | 10 years
s "_pECIfICatlon P
= [ Su:iﬂ—é;A Certlftcate i ; s, per Sub CA Subject ..Name of Licensed | maximum 5 \
; o Specnflcanon | CA | Years- |
I < . T 2 I | |
’ e -+ Name of Licensed | '
End User Certlflcate As per End User . \ 1
4 e =0 7. | .CAJf.Name of Sub- | 1-2 Years |
= (Classl &21 S sybject Specification CA/- | |
o el | 5
: iy _ Name of Licensed '
| End User Certlflcate |'As per End User . d \ © |1and?2 |
5: W irie S et e LT L | CA/-Name of Sub- ‘
| i {Class 3) == Subject Specification | CA Years |
, i . 3" g :
! : i Not more
i - ‘ ] E - ‘ : than 30
' sfr - : minutes |
: ; Name of Licensed .
End User Certificate ‘ As per End User HAENS OGS (keys shall
| 6. i) k k S CA/ Name of Sub-
(Basic e-sign) | Subject Specification A be
‘ _ destroyed |
1 ‘ after one
. ‘ time use)
l | N fLi Not more
End User Certificate | As per End User A HRE Ao ‘
‘ . | CA/ Name of Sub- than 02
‘ (Advance e-sign) Subject Specification ‘ S
i |
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11. Certificate Signing Request (CSR) by CAs
Activities Required by a Licensed CA:

Each CA should formulate the Certificate Authorities in his CA signing application server as per
the guideline and following PKCS#10. The signing software should generate a CSR file with
extension .csr or .pem or .txt or .req or in any compatible format. The licensed CA should
deliver this PKCS#10 CSR to the Office of the CCA for processing and signing. CA may deliver this
file to Office of the CCA by CD/DVD or in any secure media.

Sample CSR:

----- BEGIN CERTIFICATE REQUEST-----
MIIijCCAaoCAQAwaELMAkGAlUEBhMCQkQXDTALBgNVBAgTBESmeUxDjAMBgNV
BACTBUROYNthMQSWDQYDVQQKEwZDDUShbWUxCZAJBgNVBAsTAkNBMREwaYDVQQD
EwhDQUShbWVDTEeMBwGCSqGSIbBDQEJARYPaNSmbGBjYNShbNUuYZQtMIIBIjAN
ngqhkiGQWOBAQEFAAOCAQSAMIIBCgKCAQEAG/OwaNGjzptLUllYoleletu/A
DRAeriwaququa37SMEx6pUDtJ7amlenNNHOQVSgBL/RHZlCSClDBCSquPl
9NnXNUpGprzGBIrszgRMHwG/6AxEt/g5K6P4tUS7H9QN01LnNZpMWchPiPdFV
itsK82elr7SEvaqYSRA9+t568FwHDv+m4TchjiyghwjNZKKT7b4AY7C/Ui+4w8
hthpV2D+HiKOJPPJnaRIN/TpeSceBFHR1R?t82K1thquLDthhXCFVkaMGOX
CwLSYigq+2j1H1vaXOTOX0ceLFtDIwLPHntBGopVbdB6rX6n9hEYnngwIDAQAB
OAAWDQYJKOZIhVCNAQEEBQADggEBACAQAQSWGMCODYegZBiyaUJCOBFHkPLpP4StF
FUzIoSothFylkkEhLGGmSYaganhmJ7puev347si+rkLqueg+jT18uuoq9chZ
EjvcBWkaSSNehWOSMPyB4MkaFereQUzMP4d29GWQl+thLquOdeP33quw
Jd6cht3oH1tvU+7gHMKlFqRR@MA?FYpPgORQppAdyRsYFsIehSRgchrONnxSFu
8bDCOhlixRMpkK6UZDOCP7GlevDakj9/ouGng'FlthKRSobZ-FVequooplLFJf?
R953d26bvu2E2xPEzDUlJ27CL7ADLelHiA1/cbrjH1NvQShQPMk=

————— END CERTIFICATE REQUEST-----

12. CRL and OCSP Service

CRL and OCSP services will be applicable for all kinds of digital signature certificates except
basic eSign certificate.

Wd%w/@/\/ﬁ
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I. Appendix-ll: Acronym

ARL
ASN.1
B2B
BER
BRN
CA
CCA
CSR
CRL
cC
CN
DAP
DER
DIT
DN
EE
LDAP
NID
OCsP
oD
ou
PKI
PKCS
POP
PPN
RA
RDN
SCA
SHA
TBS
TIN
VA
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Authority Revocation List
Abstract Syntax Notation One
Business to Business

Basic Encoding Rules

Birth Registration Number
Certification Authority
Controller of Certifying Authorities
Certificate Signing Request
Certificate Revocation List
Cross Certification

Common Name

Directory Access Protocol
Distinguished Encoding Rules
Directory Information Tree
Distinguished Name

~ End entity

Lightweight Directory Access Protocol

- National Identity

Online Certificate Status Protocol
Object Identifier
Organisational Unit

Public Key Infrastructure

Public Kéy nyptography Standard
Proof of Possession

Passport Number

Registration Adthority

Relative Distinguished Name
Subordinate CA

Secure Hash Algorithm
To-Be-Signed

Tax Identification Number
Validation Authority
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